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SUBJECT: Enpl oyee Records/Prohi bits Enployers From Secretly Monitoring Enpl oyees E-

Mail O QOrher Personal Conputer Records

SUMVARY

This bill would provide that an enpl oyer may not secretly nonitor the electronic
mai | or any other personal conputer records generated by an enpl oyee.

This bill would provide that an enpl oyer who intends to inspect, review, or
retain any personal electronic mail or any other personal conputer records nust
notify its enployees of its electronic nonitoring policies and practices and
require its enployees to sign a statenent acknow edgi ng that the enpl oyee has
read, understood, and agrees to the enployer’s electronic nonitoring policies and
practi ces.

SUMVARY OF AMENDMENT

The April 15, 1999, anendnent elim nated the provision of the bill relating to

t he disclosure of any personal, nonbusiness related electronic mail of a state or
| ocal agency enpl oyee, and revised the | anguage regarding an enployer’s ability
to inspect, review or retain any personal electronic mail of its enpl oyees.

The department did not conplete an analysis of this bill as introduced
February 26, 1999.

EFFECTI VE DATE

This bill would be effective January 1, 2000.

SPECI FI C FI NDI NGS

Under current state law, the California Public Records Act provides that any
person may obtain a copy of any identifiable public record, except records exenpt
from di scl osure, which includes personnel records.

Exi sting state | aw prohibits a state officer or enployee fromengaging in any
enpl oynment, activity, or enterprise that is clearly inconsistent, inconpatible,
in conflict with, or inimcal to his or her duties as a state officer or

enpl oyee. State |law al so requires state agencies to adopt rul es governing the
application of these laws and to notify state officers and enpl oyees of the

exi stence of these laws and their application to the enpl oyee upon the enpl oyee’s
enpl oynent .
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State | aw provides that the appointing powers shall determ ne, wth approval from
the department, those activities that are inconsistent, inconpatible, or in
conflict with a state officer or enployee’s duties. These activities include and
are not limted to using state tine, facilities, equipnent, or supplies for
private gain or advantage, and not devoting his or her full tinme, attention, and
efforts to his or her state office or enploynment during his or her hours of duty
as a state officer or enpl oyee.

In addition, due to the nature of the confidential services provided by the
Franchi se Tax Board (FTB), the departnment has established additional rules of
conduct that the department’s officers and enpl oyees are required to foll ow or
face adverse action relating to their continued enploynment. These rul es of
conduct specify that anong other activities, a state officer or enpl oyee shall
not :

Wllfully fail to comply with the incone tax |aws of the state.

Di scl ose confidential information, in witing, electronically or verbally
t o unaut hori zed i ndi vi dual s.

Access, request, acquire or exam ne confidential tax or non-tax records
i ncl udi ng personal information unless there is an official need to know.

Audi t, adjust, or collect accounts of fam |y menbers or friends.

Audit or investigate a person with whom he or she has a business or
personal relationship.

Intentionally msuse departnental data processing, word processing, or
ot her equipnent, facilities, or progranms for personal use or in a way
that will comprom se the effectiveness or adversely inpact any program
adm ni stered by the departnent.

The department al so has established a policy regarding the use of emanil and the
Internet, which are to be used only for business purposes.

This bill would prohibit an enployer fromsecretly nonitoring the el ectronic nai
or any other personal conputer records generated by an enployee. This bill would
define “secretly nonitor” as to inspect, review, or retain electronic mail or

ot her conmputer records in a manner that does not conply with the policies and
practices that are disclosed to the enpl oyee.

This bill would require that an enpl oyer, who intends to inspect, review, or
retain any personal electronic mail or any other personal conputer records, to
notify its enployees of its electronic nonitoring policies and practices.
Notification is required upon commencenent of enploynent for new enpl oyees or by
March 1, 2000, for existing enployees.

This bill also would require enpl oyees to sign a statenment acknow edgi ng that he
or she has read, understood, and agrees to the enployer’s electronic nonitoring
policies and practices.

In addition, this bill would require that the el ectronic nonitoring policies and
practices include an enployee’s right to access any data coll ected by enpl oyer
monitoring and the right to dispute and have inaccurate data corrected or
del et ed.



Senat e
Anende
Page 3

Bill 1016 ( Bowen)
d April 15, 1999

| npl emrent ati on Consi der ati ons

FTB is very sensitive to the need to protect the confidentiality of the

i nforrmati on handl ed by its enpl oyees, and the departnent has established
specific rules of conduct, in accordance with state law, relating to the
activities and actions of the departnment’s officers and enpl oyees. Upon
enpl oyment with the FTB and annual ly, officers and enpl oyees are required to
sign a “Statenment of Inconmpatible Activities and Rul es of Conduct for
Departnental Enpl oyees.” Under this bill, a simlar type of statenent could
be used as consent to access enpl oyee’'s conputer records, etc., if the
department found it necessary. The tinme allowed to devel op the statenent
and ensure that it is signed by every enpl oyee should not significantly

i npact the departmnent.

Upon provi ding an enpl oyee notice of the policies and practices of the

enpl oyer, the enployer would be required to obtain fromthe enpl oyee
verification that the enpl oyee has read, understood, and agrees to those
policies and practices. Requiring an enployee to agree could be interpreted
as a condition of enploynent that would seemto conflict with the intent of

the bill and, upon inplenentation, could lead to difficulties and confusion
for the enployer and enpl oyee. Renoving the agree requirenment fromthe

| anguage of the bill would elimnate possible disputes between enpl oyers and
enpl oyees.

FI SCAL | MPACT

BOARD

Depart nental Costs

If the departnent’s ability to investigate potential cases of msconduct is
not hanpered, this bill would not inpact the departnment’s costs.

Tax Revenue Esti mate

This bill would not inpact the state’s incone tax revenue.

POSI T1 ON

Pendi ng.



